
REPORT 

Software Quality Assurance: 
Practical Procedures 

to Meet CSA Standards 

M.B. Carver 

Prepared for 
the Atomic Energy Control Board 

under contract 96-7, 
Software Quality Assurance Program 

Ottawa, Canada 

INFO-0669 

April 1997 



0 Her Majesty the Queen in Right of Canada, 1997 
AECB Catalogue number INFO-0669 

Reproduction in whole or in part is permitted provided that its use falls within the scope of fair dealing 
under the Copyright Act, and is solely for the purpose of private study, research, criticism, review or 
newspaper summary. The source must be fully acknowledged. However, reproduction in whole or in part 
for purposes of resale or redistribution requires prior written permission fi-om the Atomic Energy Control 
Board. 



... 
111 

SOFTWARE QUALITY ASSURANCE: 
PRACTICAL PROCEDURES TO MEET CSA STANDARDS 

A report prepared by M.B. Carver. Work completed under Atomic Energy Control Board 
contract 96-7, Software Quality Assurance Procedures. Contract Officer Dr. M. El-Hawary. 

ABSTRACT 

Standards for software quality assurance (SQA) are a requisite for nuclear safety analysis, and 
organisations involved in these analyses are required to document their SQA procedures. The 
intent of this report is to provide a stand-alone document that, following the intent of the 
CSNSQA standards and using the same definitions of those documents, provides pragmatic 
guidelines for writing a set of procedures that would meet AECB requirements for the control 
and application of computer programs used in safety analysis. Since some procedures are already 
in place in the industry, the document can be used to quickly assess to what degree an existing 
procedure conforms to the requirements. 

&SUME 

Les normes d’assurance de la qualite des logiciels sont essentielles pour l’analyse de siiretk 
nucleaire, et les organismes qui participent a ces analyses sont tenus de documenter leurs 
procedures d’assurance de la qualit6 des logiciels. Le but du present rapport est de foumir un 
document unique qui, suivant l’objectif des normes d’assurance de la qualit6 des logiciels de la 
CSA et utilisant les m2mes definitions que celles de ces documents, donnerait des lignes 
directrices pratiques pour la redaction d’un ensemble de prockdures rkpondant aux exigences de 
la CCEA pour le contrble et l’application de programmes informatiques utilises pour l’analyse de 
sQret6. Comme certaines procedures sont dkji en place au sein de l’industrie, le document peut 
servir a evaluer rapidement dans quelle mesure des procedures existantes respectent les 
exigences. 

DISCLAIMER 
The Atomic Energy Control Board is not responsible for the accuracy of the statements made or 
opinions esxpressed in this publication and neither the Board nor the authors assume liability 
with respect to any damage or loss incurred as a result of the use made of the infomation 
contained in this publication. 
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The AECB (3msuIWe Document Ca,Rl[l], entitled Requireasents fbrthe safety Anal;ysisofCANDU 
Nuclear Power Plants, states that a+ty assumme program shalibeestsblishsd i n - w  with 
CAN/CSA-N286.0-92 and CAN/CSA-286.2&, modified for application to safety anafysis. 

With respect to reporting requirements for safety snshses, the document calls fa an aditable quality 
assurance program, and sllffcient docnmentationtopennit verification ofall malysesby an mdepmht 
teamofqutWIedmalysts with respect to computer codes^ thedocumntfiwtherstatesthe 
following : 

'"I'hisdocummWon shauldincludeafimctional specification, qualityassumceplan, aamfigumtion 

and validation reports, computer listings and data.". 
plan, a version descrip@ion, a user's mual, training material, a software design description, 

Tbis document further relates these requirements to the CSA standards. 

While there are a number of staadards on g e d  quality assurance (QA) and on sufbmie q\llalnty 
assumme (SQA) in particular, the CSA standards ma most ncxses6811y a t t r i i  of an efktive quality 
~ p r o g n u n . I n ~ ~ t h e ~ S t a n d a r d A s s o c i a t i o n ~ ~ o f N 2 ~ ~ ~  
quality atmanee standards for activities related to a nuclear power plant project. 

CAN/CSA N286.0-92 Caver~ overall Quaiity Asswance 
CAWCSA N286.2-86 Covers Design Quality Assur;urce 
CANICSA N286.1,2,3,4,5 Cover respectively l?mcmmmt, Consbuction, (hnmbioning, and Operation 
CSA N286.7q94 Cavern Soitware Quality A.ssuma 

CSA N286.7-94 has been issued as a preliminary standard entitled: Quality Asmance of Analytical, 
scientific and Design Computer P~?gmms for Nuclear Power Plants. The staadard addresses computer 
programs for analytical, scientific and design applications for safiety-related systems and amponen&, and 
applies to propms originating in the nuclear industry and pagrams procured h m  external vendors. 
This standard has been under dewel~mnt fbr several years and is still under going revision. 

Adraft revisiOndat.edMarch 1996 basalsobeenconsolted in p ~ t h i s d o c u n m e n t ,  this revision is 
refkmd to as N286.7-96. N o d y ,  a draff revision would not be considered until it is issued, however 
N286.7-96 i s  cxmsided important for two mjor changes: 
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ii) this raision inciudes guidelines on the control of computer programs that wefe developed prior to 
1996, but are uadergoing fbther development. (N286.7-94 mxely states tbat such programs should be 
mtedas special cases.) 

The first change isusefirl tothe@ ofwritingpracticalpmcedum. The second is essential, as most of 
the codes USBd in safkty amiysis fsll in this category, and it is necessary to plan andcontrol them in a 
manner similar tothat requhdfmdesignaddevelopent of new soffware. W e t h e  provisionofthese 
guidelines is  a usefirl step, thisversionofthe standardconsiders all pe-existing software tobe exempt 
from the design and development documentation that is requued for new software. This appears not to 
impose any quality criteria on exist@ p m m  which i s  somewhat dshctory .  

The AECB finds that the %version of the N286 s t a d d  does notyet fully sabrsfl their q u h m m t s  for 
ssfetymalysis, but have requestedthatthisdocument address this Standardas&most~cal  cunenfly 
available for safety analysis. 

The CAN/CSA Q3% series (1989) has faur docurrtents that address SQA pmgrams for i) the development 
of software and ii) the use of Previously developed software in a) Critical Applications and b) Nan- 
Critical Applications. These standands cover many of the topics included in N286.7, but concatme mote 
on the SQA aspects ofthe custotnet client relationships. 

This documeat refkrs to CSA N286.7 and the CSA 43% series mIl&ely as the CSA SQA sbndards. 

A requirement under the CSA series, in Edct a requirement essential to all soffware quality assuf8f#;e 
standards, is that each organhation musf establish the procedms it follows kr saffware Qualrty 8ssurz~11ce 
to control work with computer programs in a manner consistent with the standard The development and 
doczlmentationofSQAp!xxedms is the necessary first step inthe SQA trail, equally important is the 
imp1-m of thtese plvwhms to ensuxle that all computing; work not merely follm the p m m ,  
but can be clearly demonstrsted to do so. 

While the CSA SQA standanls have been availabIe in some hrm for several years, the implementation of 
their I R 3 C n m  ’ofis within the indusbry is still in its formative stages. It is Edirfo say that most 
computer codes now haw some procechues in place governingthekdevelqment anduse. CMainly some 
of the aqjormdes are now dmelopedand appliedunderclearfy established SOAware quality asmame 
pmcahues, however matry others b e  only limited pmcedmes defined. Since N286.7 has been ewolvmg, 
the SQA IMUX&WS that do exist do not mxesdiy  follow ail  its r e c o m a  in a satidkctory 
manner, hencethisdocunrentcanbeused toreview existing proceduresand improve themwhere 
necessary 

Theobjectives of suchprocedum are to ensure that the safety amlysesperfannsd rn appmprhte, and 
are conductedby qualified personnel who use Quality assured computerpragrams in an appropriate 
manner, and produce resultsthat arecredible, andcanbe reprod.lloed andverified. 
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The standards call for SQA pmc&ms, bort are not specific aboplttiaeiramtent or format. The- of 
this docament is to provide pragmatic guidelines fiw writing a set afprocsdwes that satisrjl AECB 
requirements for the control and application of computer programs used in safety analysifi following the 
structureand intent ofthe CSNSQA star#iards andusingthe sanme-nsofthose-. The 
document wil l  be as brief as practicable in that it will not repfoduce the text ofthe StaMiSrds unless 
neceswy for clarification. 
It is faapedthe documat will also ease the process ofcreation, review and implementation of these 
pracedum by defining a praapnatic approach suitable fbr implementatioIl in a manner compatible with the 
mrydayworkiagenvimment in the imhustry. Tothisendthedoaunerrtcontainsa-fonnat 
for an SQA procedms document, a discussion of each item in the contents, andbasic templates for 
farmstbat addressthe lxquhments of the standards. 

Since someprocedmx are already in place in the industry, thedocunent also provides a forxnat that can 
be used to quickly assess to what degree an existhg procedure oonforms to the requhments. 

The document addresses specific items reqnmdby the sta&mis and also includes mmmendationsfor 
practice where the standards are not specific. Occasioaalltya f?6comMendBtion is includedfor a good 
practice in an area not !SjKmficaiEy addmssd by the standards. 

Section 2 of this docma? gives a r e c o m  format fbr writing SQA pmcedm, with some 
discussicro ofeach topic. All the CSA SQA stambds were cunsulM white Preparing the dcmmat. 
However as each standard h a  somewhat Wemt approach, ~~onwasnurAetoalignthetopic 
seque~withthatofN286.7, a n d r e f i ~ t h e o t h e r ~ .  Appendix AcontaiDsaswrrmaryofthe 
relationship between the topic sequence and all the CSA SQA standards. 

In Section 2, the t q i c  sequence cOrreSpOadS closely to N286.7, but some topics have been combined 
differently in an attempt to clarifjr their relationship. 

Section 3 of this report cmtains a sample procedures document that was prepared by following the 
recomm-w of Section 3, 

The Appendioes containbackgrowi infarmation and a number of example hnns that d d  be used to 
address some ofthe quiremeats ofthe standard The intent in pmvidmg the firms is not toprescribe 
format, but mefejy  to illustrate that the necessary SQA records canbeciocunented h a  relatively Coacise 
manner. 

Appendix B lists definitions of terms used in this docwnent. It contains all the clefinitions from N286.7. 
Some additional deflnitions are included to ctari& the current document, these appear in italic font. 
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1.8 SQAhrocednares andCompmyOrgdsath 

It is recognised that in large organisations, it may not be practical to get every unit ofthe oqpiation to 
f-exactly the same detailedproceduresfor software quality assu f~~pce ,  due to M i  in mandate 
and current status of SQA amongst the units. It is expected that the oqgubtkm as a whole, or major 
divisionsofthe organisation will baveaQuality Assurance Marmal, whereas the fuactional units WiH 
develop and-p-for s o ~ q u s J l t y a s s u r a n c e .  

This docunment lays out the necessuy components mquired to establish prwedmw fbr the control and use 
ofsaftwan, inaparticnlarfbctid unit. The definition ofsuch aunit and its mandate is the 
responsl'bility ofthe organisation itself, but for the puposes of this document, the unit larill be ngarded as 
a working group that has the mandate to control the devetopmeat W o r  management and/or application 
of one or more computer oodes. 
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2. RecmendeB Format and Contents for a Unit SQA P r d u r e s  Ihmment 

This section outlines the reammended format and oorrtent of a Unit SQA Pmcedms Document, i.e. a 
document descritriniq SQA procedures fbr a functional unit. Disarssion is proviBed for each topic. For 
brevity, the Unit SQA procedures Document will be referred to as USQAPD. section 3 has a sample 
USQAPD that foliows the same format. 

this section, items that appear in regular typescript are intended to represent fhe standands, either as 
reiteraton or paraphrase of the intent. 

Items that we not explicitly ad&essed by the standards; but are mentioned in C6 [ I ]  or are merely 
includkd here fur ratimui continuity of the dbcument, are included in italics. 

?Be title page should be in the a p p p - a t e  fumat for the organiscation, with Recessmy i&ntijcutions and 
appvds .  

State tbatthe purpose of the ciocmmt is to record the procednues established and iqdemented in& unit 
to manage all aspects of software quality assunwe in the application Wor management and/or 
development ofcomputer codes fbr safety adyses. 

Add a b r i ~ ,  clear statement ofthe material covered in the document. 

2.2 DdDnitioltar 

The same approach taken in 1.7 abave is reoomrtlended.. 

The IE&RIXX documents s h d d  include the CSA standa& in 1.2 above and/or any other stafldardsthat 
the procedures are df&@ to follow. 



6 MBc.AEcB.01 
96/10 

2.4.1 MkdMe 

llltis section should briefly outline the following attributes of the unit - unit title - identijcation of unit within the structure of the parent organisatim - unit wmn&te involving computer program 
9 associatedcfields of specialisation - customem and/or st&hol&rs 

This sub-section should d&ine the following 

- list of position tities, with necessary qualifications - -on of key roles, inchding for each role 

qanisation chart for the unit 

listofresponsl'bilities 
minimum quaMiatiom or training requmd 

The standards state that the develqment and/or application of computer codes nrust be UndeTfaken only 
by qualified personnel. The USQAPD should speci& minimscm qualucatiom for each key role. 

T'ical roles in m@are management are given in Appendix C, together with typical mspsibilities. 
me by roles identiJied should be analogous to those dejhed in Appendix C, and responsibilities should 
be deJined in similar term. 

It is nmst unlikely tbat a amputercode wil l  be designed, written as planned, thenverified, validated and 
issued without encountering a need for some change that was not anticipated in the original plan. Hewe 
the need arises to develop and implement a version control system that definesa sequence ofversions ofa 
computer program that is under development. 

Systemtkally documed control ofa computer oM1R is required to establish an tmecpmd definition of 
all attributes ofevery version ofthe COdR, and a precise and traceable sequence of modificatioDs fbm one 
version to the next.. This also provides clear means of mering previous versions by removing 
modificatiom. ( The development and management ofa code is a separate discipline fiom the application 
of a code. Application is discussed in section 2.10.) 

This section ofthe USQAPD should define, for each type of computer oode for which the unit is 
responsible, the level afcontroi that the stamlards require. This involves inteqmtation of the specific 
req\rirements of section 5 of N286.7 for each computer code. As the required level of control determines 
all the details of the necessary @A pwehres,  the remainder of section 2 in this docunrent contains 
recommen&d guidelines for establishing the classifcation of computer codes, and determining the 
requirements for each class@cation. 
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Version ideatiiication is an integral part of configuration managamt, a topic dimmed in section 7 of 
N206.7. Hwever, the term is introduced here in this abcument, as much of tlre discum*on in this sectim 
of the standards is best explained in terms of versions. 

Aversion of a computer program is amiquely defirred set ofbWmtms, heraceitmaybeargued,asin 
N286.7-96, that any c h g p  whatsoever to a cmputm program creates a new version, that should be 
identifiedassuch. 

In practical application it is preferable to use the word &&ation to identifi an in&idual change, and 
reserve the term version to signifi a pLaticular stage of program developnt i&nti$ed as a target or 
milestone in the development plan. Hence a number of sepate  or related d i jka t ions  might be 
planned to comert theplrogrrmtjbm its current version to the next planned vemion. 

There is no mandatory style for version identijcation, and a number of satisfactory schemes ex@. 

lk f- exam& uses a possible version i&ntiscation scheme that has a hiermhy of several 
levels of iclentycation as follows: 

C U D E N M  Vx,Ry,Mz - Vx: Version x - a change in version nuder x is planned whenever changes 
are made tht require the data input format to change - this requires an associcted revision of the user manual 

are made that cause the oUWt f o m t  to change 

task that is dejhed through the change control system 

- Ry: Revision y - a change in revision number is planned whenever changes 

- Mz: ModiJiction z - a new mod@cation number is given to each modjJjccItjon 

The developPrtent plan could i&ntii any YkRy as a target version that repp.esents a particular 
stage in the diwelownt process. Tke targeted versions could be firther identifled as one of 
&me levels 

i) baseversion - a first ptotype or reference version 
i i )  dateIopmnt version - having restricted access for testing and v& purposes 

iii) production version - being released for application 

In this svction, the USQAPD shmld inclu& a catalogue of the contputer programs that fall within the 
unit 's manhte. me catalog should list each computer program that the unit applies for the purpose of 
safety analyss, or that the unit &elops and/or midges and/or manages for use in safety analyms done 
by other units. TIre catalog shodd clam@ each computer program according to the criteria discussed 
below. 

AlthaaghtheQ3%~~specificallyaddressezristingcomputeroodesandoodes~rdevelopment, 
N286.7-94 cmcentmtes more on the development lifk cycle invoked in Starting new oomputer pmgrams, 
and mentions existing computer codes that are to be used either unchanged or with modifications as 
speciai cases. Most ofthe programs inuse in the nuclearmdustryhavea history ofparallel &vdapme~lt 
and application. It is extmnely important that an appropriate level qualiv assumce shouidbe appliedto 
allsuchcodes. 



8 MBc.AEcB.01 
96/10 

For brwiw, this docunrent recommends the we of the term ‘‘ rype ” to distingui& the above vm*ations in 
computer code stam, and-that the W A P D  foNow the intent of N286.1-96, by identifing each 
compter code that fils within the man&te of the unit as belonging to one of three types: 

1 : Cmpter  Program that were developed prior to the iqlementation ofthe stsndsrd addnsed 

Type 2: Gomputer Programs that were developed prior to the implemesrtatioa ofthe standard wkhssed 

Type 3: New compllter programs under DevelopmRnt 

by thepracaims, and that h e  not been changed. 

by the pmcedms, and that are undergoing any dgdkant change. 

The Mended use ofa partidar computer program determines which CSA starndard is applicable. This 
document reconmen& that the tenn “category” be wed to classifiprograms according to usage: 

ca@PY Usage Applicable Standard 

Category1 Software used in Critical Applications CSAQ396.1 
Category I .  SOAware used ia Safety Related Applications CSA N286.7 
Category III Non-critical software CSA 4396.2 

The &bitions of Critical, Non-Critical and Saf‘ ReIated Usage are included in Appendix €3, as given 
bythestandards. 

As most computer programs currently used in safety analysts am category JI, type 2 , this document will 
focus primarily on this group, however other types and categories are discussed briefly. 

2.5.3 ConW oferistdng (Type I )  sottwrupl 

In N286.7, older software, i.e. software that was developed prior to the issue ofthe standard and has not 
changed since, is specifically exempted &om all of section 2.6 below, concerning program design and also 
fiom clause 2.11.2, that concern documemtion of program design. By implication, it is also exempded 
from clause 2.8 ( change control ) and much of 2.7 ( configuration contml ). The AECB do not accept aU 
these exemptions, however to satis€y the standard it is sufticient to i m  the configuration of type 1 
SafkarebytheMOwing: 
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lf an exist8ng computer program requires mod@cation, it is flrst essential to clearly deflne a base version 
of the code before any modiications me initiated This base version must be established and contivlled 
as iype I w@are and mat have all the above attributes. The subsequent version which contains the 
planned changes will become &pe 2 m@m. 

me U @ ! D  should require docurnentatim of the attributes ofhe base vem-on, and contain the 
procehms for planning and control of new developments. 

These topics are dimssed in tbe following sections: 

The design and developmeat prooess for a new compufef pmgram ( or for significant changes to an 
existing progam ) should address and document each component of the following sequemz: 

plroblem definition 
Requirea;tents specitidols 
Ikvelwment Plan 
TbeoreticalB8sis 
prw=ndesign 
-8 
COdingRatiew 
Code output requirements 
Verification 
Validation 
I m e  of the First procjlucton Version and its associated Documentation 
Configuratioa management and change control 

For new software (type 31, the stanaanfs require advance planning such that the prodwtb, &m and 
verification of detailed documents covering items i) to v) is completed Wore any coding i s  ammenad. 
T l l e S e ~ t s r n b e ~  * . Theverification andvalidation stages should alsobe actdressed in 
theplanninp; document. 
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For existing programs quiring significant change (&pe 21, the same c'xMqx)nenfs shuuldbe aldmsd, 
however for modest changes, the documentation will be less bulky. 

The amount ofdetail required in this section is praportionsl to the mapi- of modification ptannedds 
a minimum the OSQAPD should clearly state the sequence @to d), and provide minimum pcijlcatiuns 
fir the document that will accompany each step of that sequence. Following the topid stmctwe ofthe 
~ ~ n t a t i o n i s a d d r e s s e d ~ ~ i n s e c t i m 2 . 1 1 .  

For type 3 m@m, the development plan may call for Q series of target abeiopent vemions that 
p c e &  theflrst prodkction version. Ifso, thejht  target versiun should be established as a base version 
md any ongoing changes shuuld be implemented under conflguratiofi management. 

Ifthe development plan addresses only one target version, that first production version should b e h z n  
tas a base version and established as a type I program, and any firther developent not ad&essed in the 
original development plan would continue unhr configuration management and change control as type 2 
modifications. 

2.6.1 Coding Gaideba 

Codingprdce itselfis not coveredby an explicit part of the standard, howevertbe stamhdsdo suggest 
some r e c o m  practices. Appendix D has the list of recommended practiCa from N286.7, also 
nzfkmce 121 in the bibliography addreas coding practice. 

Code outpat i s  not covered by an explicit part of the standard, however it is recommended here that there 
be three mantktory compnents in the output of any controlled d e :  

i )  version identifleation should appear prominently on all ouput 
ir) the code should print a condensatim of the ppam abstract as an initial banner page 
iii) all input data files should be repduced verbatim in the initial outputhm the code. 

2.7 Cogfiigumth Management and Chaage Control 

C o n f i m  management istheprooessofideadifLingoonfigurationc01~~0~ andmaintainingthe 
iategrityandtraceabilityof the ammgemmt ofthe c o w  ofa computer program. It comprisesthe 
!3l&pIlxmsesof: 

i) versioa identification: i-g the COnEguration as a specific collection ofcomprter 

ii) versiOac0atrd:maintaining the integrity of that product such that results h m  agivea 

iii) change control: ensuring that any changes to that product 81'e implemented in a 

pmgram mmponents that define a selected version of a particular compatef 
program package operating on a given system as a specific product 

set of input data will always be nzpmkiie. 

mnnnetcoasistentwithsoftwarequalityassurance. 

Change C m  item iii) abate, ensures that: 
a) changes are individually justified, planned, tested and docanrented 
b) any submyat versions ofthe product am clearly identitied 
c) any sabsequent version can be sysbx@idly tntcedback to the previous vemba 
d) any pnwious version can be recovered 
e) any previous results canbe qmduced( iftheywerepmperly-) 



11 MBc.mcB.01 
96/10 

Item d) is a straim' ma- proridin@: the computer system on which the program operates remains 
unchanged, however the standard requires consideration of b-g such changes in technology, d 
notesthat any change in the host system software or bardwareooastitutesanewco~monthat must 
be identified as such and linked to its predaxsmr. 

It is recommended here that the conflgwation should be filly identiyed in the compter program 
abstract. 

To ensure Wthe a m f i m n  integrity is pm&xkd, the code manager should iiuplemmt system 
so- c0ntml.s onmcess tothe suurce code and ensure that any mdificationsbeplanrred and 
implemented -ugh the change control system. 

It is recommndkd here that: 

a) users be pennitted access only to object code of the designated production version. 
6) cdeveloprs be given read only access to the source code of the tarchivedpmhetion version 

such tkat arty d i jku t ions  that they are developing and testing would generate a h l o ~ n t  
vendon that remains in their own wo& area and causes no chmge to the prvdtction version. 
when d j c a t i o n s  am complete they should be fonvardd to the cai;e manager for 
acceptance and implementution towar& the next plannedpro&ction version. 

7%e most eflective way to munage c d  daelopment is through the use of wc& munagement surnare. It 
is recommended here that the unit assembles or acquires Q suite of cod? management sofiare and uses 
this suite for the management and control of all sofiare un&r care of the unit, thereby implementing a 
uniform approach to codle muntgement that is not depnknt on the pemonnel involved with individual 
computing projects. nese p r o c e h s  themselves should be documented and cmfmlled. 

Tbe motivation for changbg a code may arise b m  two sowces: 
i) ttrenexxitoenhancethecode 
ii) the need to correct a noaconfbrmatlce or Wt. 
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The devefopment plans must address the first case and should also include provision to cater for the 
inevitable pm?xW&y that oorrections wil l  be needed. Thecbanges shouldbe pkumdand- 
using a standard change control form, this fom could caterfor both the &we needs. 

Change Control Implementation and Testing sltould alsobe documented using a standard change control 
form, 

2.8.3 Feedback 

Then shouldbe regular interactionbetween the &pis teams and the code development and 
mamgemmt teams. Any no~~~~dorrnance experiemdby the 8nafysts shouldbe reported and the report 
fomaliisd through the change controi system; any requests for enhancement cm be handled by the sume 
route. Clearly the code development and managsment teams should disseminate to all users any 
no=- reports and the plans to mive the problem, and plans for =lease of the next prodraction 
V e t s i a n O f t h e c 6 d e .  

28.4 clrrurge Control Forms 

The sample change coatrol fbrm given in Appendix E caters for all the above cumponents ofchange 
ControlbyUsinlJ several section§. 

2.85 VersimTracking 

T h e s t a n d a r d s r e q u i r e e x p i i c i t ~  ‘on ofthe configuration of each version of a code and ofeach 
code change. This is normally done in a document r e f e n a d  to as a development history or version ttadnng 
record. This document should evolve concurrently with the development of each version, and a version of 
this document ahouldbe released at the same time astheo0dr:V;etsion is released. 
A simple but eflcient form of version tracking document consis& of a compilation of cmpieted change 
control forms. 

2.9 VerilicrdionandVItlklrtlon 

As noted above, the required Verification and Validation (V&V) should be outlimd in the original 
planninsQcuneent, and also shouldbe addressed in the change control documentsfor wrbsequent 
c-. 

2.9.1 Verflicatloe 

Verification is systematic COnlEinraation that the coding itself and the results produced from selected basic 
test cases fulfill the specBed rapkmena. This can be done in a &terninistic manner that does not 
require interpretation, so the specijcation of venycatiun tests is straightjorwd, and the msuif is 
norrtMJly an unequivocal pass or fdl. 
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2.9.2 V&datb 

Validation is required to provide sufEcient information to justify the use of the amputer code in a 
particular application. Such justification involves quanfifiing the uncertainties associQfed with the key 
results sought f n  that application and &monstrating that that magnitude of uncertainty is acceptable. 

Thevalidation~iwolveScomparisonofresultsproducedbythe~~~agaiastwhatever 
reiemntevideacecanbefd. S u c h e v i d e n c e m a y i n c l ~ d a t a f r o m ~ s i t e s ,  related 
expemam, standardbenchmark problems or from other compufef codes that have been validated fbr the 
resuits co- in the comparison. Since the amount of reference data available is always limited has 
m e  aswciaied arrtcertainty and also may not directly pertain to the application that the valihtion is 
intended to just@, the validation process m n o t  be expressed in such unequivocal t e r n  CIS verQ9cation 
and an extensive validation progrant wnsisting of a repertoire of compQljsons that emmine diflemnt 
aspects of the results is amally necessary. 

The most meanin@iul approach to validation is to concentrate on the validity and uncertainty of computed 
key parameters that are cruciul to the conclm'om of each analysisplmned To this end, the AECB and 
the incfusay have launched an extensive initiative on validation that icdentifies these key parameters for 
each licensing scenario and f m s e s  on their associated uncertainties. This is a s;eparate initiative and 
will not bejkrther adhessed in the current document. 

2.10 Appliecition of Computer Codes 

As the development, management and application of a computer code are each distind disciplines, it is 
usefil to regard user groups us the end cusfonters of the code dewlopent team and the code 
management team. 

Given this relatiunship, the code management team must p v i &  Q properly controlled cmflgwation 
with all associated dmmentation for use by the application group. 

210.31 An8lyIm 
Theapplicationgroup must ensure that all componentsafthe analysis are defined h a  manner that 
permits the results they gaerate to be rqmducible, reasonable, and easily reviewed. To do this they 
should doaunent in advance: 

- the garl and scope ofthe analysis, - the pcijkations of the physical system to be madelled 
-the assumQtiotls invoW ingenerating the simplifiedmodeltobeused tonpnsentthephysical system - a quantitative assessment of the degme of consetvatism inherent in the assumptions - assembly, m f " n g  and certification of data desuibing that model - the choice of computer code to be used - the choice of a configmtion ofthe code that is fully identified and documented as aprodbction version - quantitative evidence that this amfiguration bas been adequately validated for the intended use - the assembly of input data and verification that it adeqmtely represents the Wem - evidence that the code wiii be used only within it's documented range ofappiicability 

and in a manner consisteat with it's documentatioa - a plan to present results that clew& demonstrate that the goal of the analysis has been attained 
- a  plan to assess results to coafiifm that they are appropriate 
9 a rnetho&kqp to assess the uncertainty of the key results, including those uncertainties invohed in 
extrapdatlng when necesaryjbm the assembled validation data to the application in 
question. 
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Clearly, any analysis requires afinal reprt that details all the above, and p s e n &  results, awmiuted 
uncertainties and inteqmh these in the context of the goal of t k  analysis. However interpretation of 
results is beyond the scope of the CM @A standarc&, and hence need not be addressed in the USQAPD. 

2.10.2 V s u I E a a i O ~ &  

Any validation analysis is an upplication and should be planned and documented as in section 2.10.1. 

2.10.3 Feedback 

210.4 Computer Program Trader 

Ifa patticularversion ufa code is physically or electronicauy t r a & d  ftom the code manager to a user 
w, the user group development must Qoflfirm that the version thus obtained passes verification tests 
SPecllEigd by the code manager, prior to using that version for other amlyses. 

For any suite of analyses to be &ne for a given physical sys&m, it is recommended that a standard data 
deck be prepred and vedfled and then maintained un&r the change conid pmeess, so that the initial 
reference deck and all subsequent changes are verijiable and retrievdle. 

231 

This topic is not addnessed in N286.7, but is required in Q397, and AECBX6. Having established the 
procedures under the above topics (2. I - 2. I I), the jnal section of the W A P D  shotrld adcfi.ess the 
following: 

i) implemntation schedule 
ii) provision of mfldent recorh to demonstrate in an auditable manner that the pmce&ms 

iii) schedule for regular wiew and possible revision of the procedure dmment 
iv) p r w n  responsible for i )  to iii) above. 

have been implemented and are being followed 
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me term re$rence in section 2.3 implies mfirence stmdar&, hence the bibl iogaw shinild be contain 
any other type of report that the USQAPD refers to. 

2.14 A p p e d # ~  

Appndims should be used for qpmpriate supprt doctmrentation.. 
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3, Sample USQAPD (Unit Software Quality Asswurce procedures Docpment) 

This section contains a sample outline for a procedum docment fiwa fictional unit ”xxx” in a fictional 
0 ~ o n ” y Y y ’ .  Thesamplehas~createdby~lyingthegui&inesof~2,aadthe 
subsedians~llow those of section2 precisefy. ”he sample can be made to look like a seKamtakd 
document in which the sections 8 f e  equivalent to those ofN286.7, by merely reaming the prefix ”3.” 
from each subsection of section 3. 

procedures for Software Quality Assurrtoce 
in 

The IKXX unit 

Report NO....... Revision NO...... Date....... 
Written by ............... Date ....... 
Approved by ............ Date....... 

Ttaepupseofthispraoedure document is to record the pmcedms establishedand implemented in tbe 
unit to rnanage all aspeds of witware quality assuance in the development, management and application 
of computer codes for &ty amlyses. 

The document delineates specific procehrm for all aspects of computer code work in the xxxunit, and 
specifies brmats fbr ail documents Bssociated with such work. 

3.2 Dehitkmr of Teams used in this Docanrent 

Appeadix A lists definitions ofterms used in this document. It oontaitls all the definitions from 
CSA.N286.7-94 plus some addi t id  definitions that are inchded to chi@ the current document. 

The canradian S w  Association seriesofN286 &cuments~qualityasswsnce standardsfor 
activities related to a nuclear power plant project. 

CANKSA N286.0-92 Cavers Overall Quslity Assurance 
CANKSA N286.2-86 Covers Design Quality Assumce 
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CSA N2%6.7=94 has been issued as a preliminary standard entitled: Quality Assumme of Analytical, 
Scientific and Design compUterprotgrams fbr Nuclear Power Plants. The StsnQrd addresses computer 
prolprams for analytical, scieatilic artd design apiplicatiotts for &k?y=reW systems and components, and 
applies to prcyprams originating in the nuclear idustry and programs procurd from external vendors. 

mnsiderable iidemtion with the indushy. 
Tbis standard has been under development for several years, and is likely to befurtber revised following 

Adraft mvisionmMarch 1996 has alsobeencoasulted inpqming this docmat, this revision is 
&IT& to as N286.7-96. 

The CANXSA 43% series (1989) has fiwr documents that address SQA programs for i) the development 
of Sohue  and ii) the use of preriously developed saftware in a) Critical Applications and b) Non- 
Critical Applications. These standards covef many of the topics hcluded in N286.7, but commtm& more 
on the SQA aspects ofthe customer client relationships. 

This document t.efets to CSA N286.7 and the CSA 43% series collectively as the CSA SQA staodards. 

3.4.1 Madate 

Its mandate includes the managmat of the AAA and BBB computer codes, validation of the codes, 
impm- to the codes and intemctkm with users. Some application ofthe codes, primsrity to 
vaiidatioa is dontit within the unit, the codes are also applied to Safiietyamdysesby other user g m p  at 
variw sites. 

These computer axks are primarily themilhydraulic axles but include some reador physics and fuel 
modelling. Further details are given in section 3.5. 

The principsl customer is the zzz division of the yyyorgmhtion. The AEEB couldbe regarded as an 
ultimatecustomer. 

3.4.2 RdesandReqonsibilitieJ 

This section definesthe key roles and responsibiltieswithin tbe unit. 



18 MBc.AEcB.0 1 
96/10 

TwoProject Leadem, the Code Manager and the Senior Applications Adyst, report diredly to the Unit 
Manager. 
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3.5.1 VedomIdentfficatiOn 

Version identification for the computer cocles managed in the unit follows the convention VxJtyJUlz, i.e. 
Version x, Revision y, Modification z. 

The numbers x and z change monotically. The lllodification number9 z is inmmented each time the code 
ischangedthughthe changecuntml procedm, and i s  in fiwt identical tothe task number ofthe latest 
Modification. This modifcation nutnber uniquely identifies the content ofthe code. The version number x, 
and the Revision number y are used to indicate whe&er modificstion level z constitutes a frcnen 
production version that is appraved and released fbr use, or is still undergoing test and/or development. 

Each pmbction version is released identified as Vx,RO,Mz , i.e. Version x, Revision 0, ( Modification z ). 

Co~developmeatthroulJl the change control process requites that thecode content at the next 
change be identified Version x, Revision 1, Modification z+l. 

Each subsequent coding change, no matter how small is done through the ctrange control pswxss and 
rapires an incremat in the modificaticrn number, the version and revision n u m b  are assigned to 
change according to target pmjects in the development plan. 

The version identifier, Vx,Ry,Mz, appears on each page of code output to uniquely idenb@ the content of 
the code tbat prodwed that output. 
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Follow@ the intent of CSA.N286.7, the following basis for classificatioa is used: 

The corn programs are aim c w e d  a c c m b g  to wage category: 

category I software used in critical Applications CSAQ3%.1 
CategOryII s o ~ u s e d i n s a f e t y R e b t ~ ~ ~ c a t i ~  CSA N286.7 
Category III Non-Critical SoAware CSA Q3%.2 

Given the above, thecomputer codes managxiby the unit are swnmafised in table 1: 

325.3 Coatrd ofesisting (Type 1) sosihrcrare 

Each pro$udion version is frozen at issue and heme becomes type 1 sofbme. Each issue is accompaaied 
by commamate revision afthe following documentation: 

As raated above, any change to the current produdion version Vx,ROJMZ requires that the resulting code 
must be identified as Vx;Ry,Mz', where y N  and z'>z. 
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Each document contains the Program Name, Version Identifier and release date, and i&entifies the 
cliff" faund in the new production version and the planmng &onale behind those differences. 

As the anit has m new sofhare prqiects, the planning of changes is handled through the change control 
process. "bat pmms does incorprate in briefthe foliowing planning sequetloe that is n=quired by the 
stamjard ltbr the development of new &ware: 

Problem definition m- Specification 
DeVelclpmPlan 
Theati&BaSis 
]programdesign 
-g 
CodingReView 
code output 
Verification Tests 
Validation 
Criteria for sektion and Release of Pmduction Version. 

3.6.1 Codhgguidehea 

Coding practice follows the list of recammended practices firom N286.7, given in Appendus D. 

The version identifte, Vx,Ry,Mz, appean on each page of code output to uniquely ident@ the amtent of 
thecodethatproctucedthatoutput. 

All input data filesare reproducedetim in the initial output firom the code. 
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3.7.2 Pmtectk and A d b i l i t g  

To ensure that the configuration integrity is protected, the code Manager has implemented system sofhare 
controlson access tothe sourcecode. 

Developers are given rpad only access tothe solme code of the archivedproductionversion such that any 
modifications that they are developing and testing generates a development &on that remains in their 
own work area and causes no change to the production version. 

When modifications are complete they are fbmaded to the cade manager for acoeptatlce and 
implementation towards the next plamedproduction~on 

The code -er uses the UNiX Revision control System (RCS) tbr maaagiqg all code revisioas. 

3.8.1 C h g e  Cmtd planning 

The motivation for changing a code may arise from two sources: 
i) theneedtoenhancetheco(ie 
ii) the need to correct 8 W n c o ~ O ~ ~ o r f 8 u l t ,  

Changes needed to enhance the code are identified in the code development planning document, &ere= 
(1). The ongoing development is planned to addms a series of&. A new VersiOxL of the code will be 
released on tbe a t tahmt  of each major goal. 
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Overall Technical Requirements to address the goal 
SpecificT& requinedtonaeetthesc requknents 

( a modifzcatioa set in the change process consists of a p u p  of related axle changes that can be 
planaed,iqkmmtedandtestedassunit). 

IndiviM modification sets required to accomplish these task 

V e r i f i c s t o n t e s b n q u i r e d f b r ~ o f  lnodification 
Verification tests requhd for acceptanoe of task as complete 

Verification tests required for aca@ame of goal as mmp1et.e in principie 
Validation tests xquired fbr acmptmx of goal as complae in intent 

Once the planning process for the next release version is co-, ~ imiivichral modifications reguired 
are recorded in a Change Request Form. The actual form used is given in Appendw D 
This form combines all intinmation needed to complete the following : 

A. ChangeRequest-DefinedbyRquestOriginator - Request originator & Date - version id. that requires change - reason for request 
- fatLuesfhat&ch~ - acceptance criteria for completion of change 

-reason if request not accepted 
* ifaccqted 
-requestnumber&gned 
-theoretidddbackgroundifappficable 
--of*required 
--affected. - assipxi to . . .., for completion by . . . . - schexiuid to be complete for production version Vx (Anticipated date 
- W W p r o M e m s  to be tested against 
-expeaedefIkton&ts - accqptateoe critexia 
-apdatestomanualsifnequired 
-codingdm~tobecclmedkedby .... 

B. Implementation Plan - Defined by Code Manager 

-   copy of above sent too^^ 

. . .) 
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3.8.3 Version Tracking 

Once receivedby the code manager, this change control form resides in a change request fblder until the 
completilon ofall the above. 

The completed hrm is then archived in the Code Development History Document. This document is  not 
published formally as it expands with each change, but it will be maintained on disc in electronic form for 
access by developers and customers. 

Fonnal means of f e  is maintained through the change control system. 

3.9 VedficatbrUadValhhtim 

3.9.1 VeFiffcrrtion 

"he required verif'ication for changes is included in the change control process. 

Sinceboahcompvterccwlesundermamg~t by the unit areexisting c a b ,  a nwnberofvalidation 
documents already exist. Theseare a g d  measure ofthe CIEdiility ofthe code& certain 
circumstanoes. Hawevet fiuther ahcement of the codes is deemed necessary to satisfbtorily complete 
the validation process for all licensing scenarios. The validation required mcasady itkcreases with the 
evolution of tlae codes and their maadate. Hence a more comprehensive vaiidation plan has recently been 
developed, reference (2). This plan follows the extensive initiative that the indwtry and the AECB have 
recently launched on validation, and identifies the key parameters fix each licensing scenario, and focuses 
on their stssoci8ted uncertainties. This initiative is not discussed fW.& in the cucrent docwnent. 

This didation pian is cumntly the driving force in the developmeat p h .  

3.10 Applkxtlom of Computer Cedea 

The Senior Analyst is givencharge ofeach set ofaalyses, writesan snabrsifiplan, and assignsand 
sqxMses tasks. He requires aaxw to the current production version of the relevant computer program, 
and isa custcxnerofthe code managexand his team. 

Given this relationship, the cocie managemeat team must provide a praperty coatTou6d Oodiguration with 
all associated doeutwnwn for use by the project leader's application tan. 

3.10.1 Asrrlysear 
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This isdoneby documenting in advance: 
-the soope, 8Qd gorill ofthe BnaFYsiS, 

-thesQscificationsofthephysicalsystemtobeImdelled - the ammptions involved in generating the simplified model to be used to represent the physical system - assembly, rdbencing and certification of data daxiiing that model 
-~cchoiceofcomputer~tobeused - the choice ofa oonfiguraiion of the code that is fully identified and documented as a pmductbn vefsion - evidence that this configmation has been validated for the intended use - the assembly of input data and verification that it adequately repwnts the system 
-evidence that the code will be used only within it's docmnented range ofvalidation 

and in a manner consistent with it's documentation - aplan to present resultsthat clearly demonstrate that the goal ofthe analrysts hasbeen attabxi 
- a  plan to assess results to confirm that they are appropriate 
- a  metlwblogy to assess the uncertatn . wafthe key results 
- reviewby independent reviewer and subsequent acceptanceby project leader 

-taskbt.eakrdswn 

-archive afr?esults &datadeck 

The apphcations analyst conducts particular analysis tasks. His work is supervised clmlyby the Senior 
Analyst, and is reviewedbyanidepmkmt reviewer andthe Senior Analyst 

The Ilnalysis planning and implementation form given in Appendk E is used as a checklist for the entire 
P==* 

Eachanalysis requimafinrrl reportthatdetailsall the above, and presents results, asslociafed 
utlcertainfes and interprets these in the context ofthe goal of the anaiysis. However interpretaton of 
results isbeyondthe scope ofthe standards, and heace is not addressed here. 

3e10.2 VIudrSioa AMllysis 
Fach new validation analysis is an application and is planned and documented as in section 9.1 

3.10.3 Feedback 

The code manager is fespofrlsT'ble for maimhing regular contact with dl application teams. Any 
nom~ormanceexperiencedbythe~isreported t h r o u g h t h e c ~ ~ t r o l  system, &any 
mqmstsforenhaneement are handledby the same route. The code manager usesthe change control 
srstemw- te to all users any nonconfb- report and the plans to solve the pmbkm, and 
plans for =lease ofthe next psod.llclion version of the code. 

3.10.4 Standard Ibtta Decks 

A ststzdard data deck isprepar;ed as the first task in any suite ofamlyses for a given physical system. This 
isestablishdasa ref'ceand maintained underthechangeconrtrolprocess, sothat the initial reference 
deck and aH subseqraent changes aie verifiable and retrievable. 
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3.12 Impiementrti0nlrndAud.it.s 

3.12.1 ImpiemenWon 

3.12.2 SQARecords 

The pmcehes require the use of the forms in W E .  All key stages ofwork are archived, both in 
code MITnagement and in application. These forms are also filed in hardcqy and contain the path to the 
app- archived computer files. 

3.12.3 Review of t b  Pmxdures 

Theunit manager is responsible fix initiating reviewoftbesejmmdums. Tlaepmce&mswillbe reviewed 
on an annual bssis, the next review being April 1997. 

3.13 Biwogrrpby 

( 1) Development Plan for the BBB Computer p1.ogram, xxx-95-5 1. 
(2) Validation Plan for the BBB Computer Pmgram, xxx..%-02 
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4. Conciuing Remarks 

This report has provided guidelines for writing a set of SQA gmcedum that satisfjl the N286.7 stanbrr& 
and has used those @fuideiines to present a sample SQA proaxhms document fbr a fictional mganidond 

canbetlaetbyrelativelycuncise records. 
unit. A number of sample SQA forms W e  been included to show that the requirerrrents ofthe!?mMkds 

5. Bibliography 
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PrajeaJmdex - in charge ofparticular software praject(s) 
- ~ a n d m ~ t a s k s  - formulates SQA plan for project - reviews and accepts trrsks on completion - responsible for all project docma&m 'on 

-Maaager 
-p&ct leader in chargeof controlling a particularmmpur.er& 
-directsandmnitmconfigurationmaMgementaadchange~l - &tines verification/ validation requirements - responsible fbr all d a m a a t ~  'on related to the code 
-directs cde custodian development analysts 

AppIication Analyst - fespollsible for completing particular code application task(s) 
-reports code problems to code manager 
-reports analysis problems to project l eak  
-mayinitiatechangerequests 

MBc.AEcB.01 
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SQA Representative - aQA specialist asignedby theorgmhtion to assist with or review theunit's SQA procedures 
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D o c u m e n t s ~ g s t a n Q r d a n d u n i E o r m p r o g r a m m i n g p n r c t i c e s , s R I c h a s p ~ ' ~  

(a) programorganizatio~ 

(1)inprdaataacquiSitimand~ 
(2) chedrs and edits; 
(3) computation and data processing; and 
(4)Weditsand saving&- data. 

(ii) orderly progression ofdculational h: 
(iii) owmill program control in a single module; 
(iv) a single well Aefiaed W o n  fbr each modole; 
(v) a uniform module layaut, including 

sboulda&iressthef;ollowing~: 

(i) Overall program stmture, including 

(1) module kadm 
(2) data definitim 811(1 

(3) programming =m- 
(b) programrmn a l3Language 
(i)spedbtmofstadardprogrammin%bguage, 
(ii) adbereace to a n @ p l i * l e ~  
(iii) lilniteduseandthorough~ 'on ofextensions to the standard programming language; 
(iv) use ofassembly language only where absolutely ~becessary and tbomgb cbcumemhn ofthe 

progrsmming logic. 
(a -Management 

(i) documentation of data transfer techniques 
(ii) useofonedata transfer techmquethroughout thecomprogramunlessa data stnrchrre requires 

(iii) use done module to read or write a data file; 
(W - 'on of data file content and stwture. 

(i) input data *ntificatiol& prepwatia organization: 
(ii) initi2lbtion of anays, variables, default parameters; 
(iii) reproduction of input data fix visual hspectioa: 
(iv)inplltandbufpufmr checking, inchdmg array bounds; 
(v) testing of intermediate cesufts: 
(vi)reportsabautcalcubtioaal~intermediate~~amlarlculat ionp~ 
(vii) adequacy oferror-checking and aswchxi warninganderror-: 
(viii) M)rm81 and abmmal computet program terminatio =; 
(ix) output infarmatioa formats and users' options. 

(i) SQeCifiication statements for variables; 
(ii)meaniugfhivariableaanres; 
(iii) use afcamment !memeas; 
(iv) resection ofprogram stntcture and techniques in comment statements; 
(v) unique identification of comment 804 source statements; 
(vi) single purpose use ofvariables; 
(a) daedring of- types; 
(viii) arrays offixed length. 

special -g; 

(d) COmputeerPrognunFeatures 

(e) Source Statements and Varirtbes 
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Practke (froasCSAN286.794) Rbcoenmesded cbacklist to C d m  Progmmq 
-D 

( Continued ) 



41 

Appendix E 
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Suggested Formats for SQA Forms 
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AppenclirE 
Sampk Formds for SQA Forms 

Sample Form 1. clrssrficrtr ' 'on and Catalogue of Computer Codes 

Sampk Form 2. Computer Code Abstract 
0 

bCW!RBlt U-Yy-M 
Computer Code Abstract for the ... Program 

Code Name Version ID Release Date CodeOwner 

r I 

Description of 
problemsolved 

I I 
Code Manager & 

Contact Instructions 
User *ry 

I Manual M M U ~  
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Appendix E: Sample Formats for SQA Forms 

!Sample Form 3. Change Request d Control Form (Page 1 of2) 
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lrpQeaair E Sample Forumts for SQA Farms 

Change Iceqrtcd and Coatral Fonn (Page 2 of 2) 

Codingrad results 

Path&~ModHidon 1 I 

Sample Form 4. Notice of Release of New Rwtucti0n Version 

Versian I 

Mod ID 1 Date PulpoSebtEffect 
List 0fModifications to Previous Version (expan d as required) 

6 

i 
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Revised 

MBc.AEcB.01 
%!/I0 

Accepted 

Appendix E - Sample Forutats for SQA Forms 

Sample Form 5. Analysis Task De6nition, Erecution and Review 

P u t  A - P b h g  to be c o m p W  by Project Leader 

I -StammtofTaslr I 

Part B - Review md Acceptance - to be completed as noted 

Initials&Date 1 completed 1 Reviewed 

Final Amlysis L uncert. Anal. 

-Report I I 

I 

K 

Accepted 
by pmj. I&. 

N/A 

NIA 





47 MBc.AEcB.01 
96/10 

SQA Rmkw 
SQAma~mrl X X X X 
SQA procedures X X X X X X 
SQA records X X X X X x ,  
SQA ludit I x  X X X 

Computer progr~g f irtract  1 X X X 
User’s Manual I X X X 
T b e O r y b u 8 1  1 X X 

I 

, User OocPrrrcntrrtiob 




